_ UBND TINH QUANG TRI _ CONG HOA XA HQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Péc 1ap — Tw do — Hanh phiic

$6:932  /ISTTTT-BCVT&CNTT Quang Tri, ngay 24 thang 9 ndm 2021

V/v canh bao 16 hong bao mat nghiém trong
trong Camera IP Hikvision

Kinh gui:
- Véan phong UBND tinh;
- Céc So, Ban, nganh cap tinh; ’
- UBND céc huyén, thi x&, thanh pho.

Ngay 19/9/2021 vira qua, Hikvision vira cong bd 16 héng bao mat CVE-
2021-36260 trong san pham Camera IP. L3 hong nay c6 diém CVSS: 9.8 (nghiém
trong), cho phép d6i tuong tan cong thyc thi ma tir xa ma khong can xac thue, tir d6
chiém toan quyén kiém soat thiét bi, thong qua dé co thé truy cip va tan cong mang
noi bd cua co quan, td chiec.

Camera IP duoc cic co quan to chic, doanh nghiép st dung kha phd bién
hién nay vi vay 16 hong nay anh huéng kha 16n va c6 thé gy rii ro cho cic co s
ha ting quan trong. Theo danh gia so b tir cac chuyén gia bao mat, 16 hong nay
anh hudéng dén hon 100 triéu thiét bj trén toan ciu trong do co ca Viét Nam. Trung
tam Giam sat an toan khong gian mang qudc gia (NCSC) danh gia kha ning ma
khai thac cua 16 hong nay s& sém duoc cong khai trén Internet trong thoi gian sap
toi.

Thuc hién Chi thi s6 14/CT-TTg ngay 25/5/2018 ctia Tha tuéng Chinh phi
vé Nang cao niang luc phong, chong phan mém doc hai; Chi thi s6 14/CT-TTg ngay
07/6/2019 cta Thu tuéng Chinh phu vé viéc ting cuong bao dam an toan, an ninh
mang nham cai thién chi sé xép hang cua Viét Nam; Quyét dinh s6 05/2017/Qb-
TTg ngay 16/03/2017 ciia Thii tuéng Chinh phu vé viéc ban hanh quy dinh vé hé
théng phuong an Gng ctru khan cdp bao dam an toan thong tin mang qudc gia;
Thong tu sd 20/2017/TT-BTTTT ngay 12/9/2017 cia B6 Théng tin va Truyén
thong quy dinh vé diéu phdi, tmg ctru su ¢b an toan thong tin mang toan qudc va
Chuong trinh hanh dong s6 161-CTHD/TU ngay 19/8/2019 cua Ban Thuong vu
Tinh ay vé viéc thuc hién Nghi quyét s6 30-NQ/TW ngay 25/7/2018 ctia Bo Chinh
trj vé Chién luoc An ninh mang qudc gia; nham dam bao an toan thong tin cho hé
thong thong tin ciia cac co quan, S& Thong tin va Truyén théng dé nghi cac co quan
trién khai quyét liét mot s6 khuyén nghi sau:



1. Kiém tra, ra soat va xac dinh hé théng thong tin c6 st dung va nhitng h¢
théng thong tin c¢6 két ndi véi thiét bi Camera IP Hikvision; néu st dung can thuc
hién cdp nhat firmware, tach riéng dai mang dung cho camera va han ché truy
cap dén cac dai mang khac.

2. Tang cudng giam sat va sin sang phuong an xir 1y khi phat hién c6 déu
hiéu bj khai thac, tin cong mang; dong thoi thudng xuyén theo ddi kénh canh
bao cuia cac co quan chirc ning va cac td chirc 16n vé an toan thong tin dé phat
hién kip thoi cic nguy co tin cong mang.

Moi vuéng mac vui 1ong lién hé: S¢ Théng tin va Truyén thdng - Thanh
vién mang lugi Ung cau sy cé mang Internet Viét Nam do B Thdng tin va
Truyén théng thanh Iap. Pon vi thuong truc ky thuat: Trung tdm Coéng nghé
thong tin va Truyén thong, dién thoai 0233. 3898666./.

Noi nhgn: KT. GIAM POC
- Nhu trén; B A GI AM D()C

- Trung tdm CNTT va TT (thuc hién);
- Luu: VT, BCVT&CNTT.
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Phu luc
THONG TIN LO HONG BAO MAT
(Ban hanh kém theo van ban sé ISTTTT-BCVT&CNTT ngay /9/2021 cua
S¢ Thong tin va Truyén thong)
1. Théng tin 16 héng bao mat
M0 ta: L hong anh huong dén san phdm camera IP Hikvision, cho phép dbi tuong
tan cong thyc thi ma tir xa ma khong can xac thyc, tir d6 chiém toan quyén kiém so4t

thiét bi va c6 thé truy cap va tan cong mang ndi b ctia muyc tiéu.

- Piém CVSS: 9.8 (nghiém trong)

- Anh huéng:
Tén san pham Phién ban anh huéng

DS-2CVxxx1 Versions which Build time before 210625
DS-2CVxxx5
DS-2CVxxx6
HWI-xxxx
IPC-xxxx
DS-2CD1xx1
DS-2CD1x23
DS-2CD1x43(B)
DS-2CD1x43(C)
DS-2CD1x43G0E
DS-2CD1x53(B)
DS-2CD1x53(C)
DS-2CD1xx7G0
DS-2CD2xx6G2
DS-2CD2xx7G2
DS-2CD2xx2WD
DS-2CD2x21G0
DS-2CD2xx3G2
DS-2CD3xx6G2




DS-2CD3xx7G2

DS-2CD3xx7GOE

DS-2CD3x21G0
DS-2CD3x51G0

DS-2CD3xx3G2

DS-2CD4xx0
DS-2CD4xx6
DS-2CD5xx7
DS-2CD5xx5

iDS-2XM6810
iDS-2CD6810

DS-2XE62x7FWD (D)
DS-2XE30x6FWD (B)
DS-2XE60X6FWD (B)
DS-2XE62x2F (D)
DS-2XC66X5G0
DS-2XE64x2F (B)

DS-2CD7xx6G0
DS-2CD8Cx6G0

KBAL8 (C) -83x6FWD

(i) DS-2DEXxxxx

(i) DS-2PTxxxx

(i) DS-2SE7xXxX

DS-2DY Hxxxx

DS-DY9xxxx

PTZ-Nxxxx

HWP-NXXxxx

DS-2DF5xxxx
DS-2DF6xxxx
DS-2DF6xxxx-Cx




DS-2DF7xxxx
DS-2DF8xxxx
DS-2DF9xxxx

IDS-2PT9xxxx

IDS-2SK7XXXX
IDS-2SK8xxxx

IDS-2SR8xxxx

IDS-2VSxxxx

DS-2TBxxx
DS-Bxxxx
DS-2TDxxxxB

DS-2TD1xxx-xx
DS-2TD2xxx-xXx

Versions which Build time before 210702

DS-2TD41xx-xx [ Wx
DS-2TD62xx-xx [ Wx
DS-2TD81xx-xx [ Wx
DS-2TD4xxx-xx [ V2
DS-2TD62xx-xx [ V2
DS-2TD81xx-xx [ V2

DS-76xxXNI-K1xx
DS-76xxXNI-QxXx
DS-HiLookI-NVR-1xxMHxx

V4.30.210 Build201224 - VV4.31.000
Build210511

DS-HiLookI-NVR-2xxMHxx
DS-HiWatchl-HWN-
41IXXMHxx
DS-HiWatchl-HWN-
42XXMHXX

DS-71xxNI-Q1xx
DS-HiLookI-NVR-1xxMHxx
DS-HiLooklI-NVR-1xxHxx

V4.30.300 Build210221 - V4.31.100
Build210511




DS-HiWatchl-HWN-
21IXXMHxX
DS-HiWatchl-HWN-21xxHxx

2. Hwéng dan khic phuc
Pé khic phuc 16 hong bao mat noi trén, ngudi ding nén tai ban cap nhat
firmware pht hop véi san pham dang st dung, tach riéng dai mang dung cho
Camera IP, han ché truy cap dén cac dai mang khac.
Thong tin cac ban cap nhat firware c6 tai:
https://www.hikvision.com/en/support/download/firmware
3. Nguén tham khao

https://www.hikvision.com/en/support/cybersecurity/security-
advisory/security
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